Cyber course / 1a"o ain

How the Internet is working / v1VI'®a NI NN

(this also explains what your daddy is dealing with at work, sometimes...)
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Internet sites / V1VI'RX2 D'NN

Each internet site is like a building/house, it has a name and address (you can’t receive letters without an address, an
internet site needs an IP address in order to receive traffic)
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www.google.com .
www.roblox.com www.minecraft.com

142.250.75.36
128.116.5.3 20.236.44.162

DNS name / nw DNS www.minecraft.com - that’s for humans / nTx 12 112y

IP Address / naimo IP 20.236.44.162 - for the computer / n'awnn 112y

Computers translate the DNS name to an IP name, so that they can communicate
ANXN DX WPN? ' - IP namd? anxn 7w DNS n obw nx 0'naann pfavnn


http://www.google.com
http://ww.roblox.com
http://www.minecraft.com
http://www.minecraft.com

How to find the address from the name / own naimd xXixn? 'K?

$ ping www.roblox.com
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ping statistics ——
6 packets transmitted, 6 received, 0% packet loss,
rtt min/avg/max/mdev = 99.850/132.719/178.733/27.230 ms

The ping command takes the name and returns the IP address
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of data.
time=105
time=130
time=155
time=179
time=99.9 ms
time=128 ms

time U4999ms

IP 0 nam> nx nvtnni DNS ow n'7apn ping nTie

The ping command is a check for internet access. (If you say | am pinging you that means to check if someone is at home)
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Our computer has an IP address! / nam> w' n7w awnn? oa IP

M ij;”ﬁﬁ;‘ www.speedtest.net
79}-/177-13%-123 104.17.147 .22

http://speedtest.net - 17n 7w nn'nn np'ma

1 bit - that's a message that is either a zero or one.

1 megabit - one million of such smaller messages

i speedtestnet/result/ 18324145588 TNX IX 09X 1901 7507 N710'W NyTIN - TAXK VA
1780 NIYTIN |I"'7M - V1A Nan

RESULTS SETTINGS

© DOWNLOAD 7) UPLOAD !

hh4.0?2 2500 How much is a megabit? 1000.000/8=125000 bytes /

Ping ® 17 © 41 D 31 letters.
Connections O LY 15 AT Y WA Feha NS 125000 / 1800 = 70 pages of text

BEZEQTO A FRIEND OR COLLEAGUE?
m) HOT

(o] 1 2 3 4 5 B | F 83 95 F10: 70'3.-?];\)') n.r nn:)

nimix - 0'u'a 125000=1000.000/8
Place and address of internet provider

<:| 17 DTN 30 7Y TN DD (n"vaMVo 0'oT1) VoL 7w n'oT 70 = 1800 / 125000



http://speedtest.net
http://www.speedtest.net

http://speedtest.net you can check what happens if more than one computer is
running the speed test at the same time.

Also check if there is a difference when the laptop computer is near the wifi router
or far away from the wifi router.

JAT INIRD TN'ANN NPT IR O'XY D'AYNN NNdY 'NMN M2 NN |7I'I'1'7 NYON

QNP NI IR 'OINTRN 2NN ZINT NP TAN X DN IWKRD L, 7T7a0 W' DORN 21727 DA TWON
router) 'oIN7xn aMmY


http://speedtest.net

Show me my ip address / 111V1'X2 *7W NAINDN DX '7 IRON

https://www.showmyip.com/

File Edit View History Bookmarks Tools Help
=) o < ) Rock: & Deep & Free( & Free & FreeC D cyber @D Simp! G WRTE © Agen B Instal & How 9 ipapi B YouT: G oyber Navigatin

& C (,? 6 www.showmyip.com

What is my IP?
79:177.130.123

Please scroll down to see your IPv6 (if found), and the geolocation details (Country, City, ISP, etc...) of your IP address.

Details

Your IPv4 79.177.130.123
Your IPv6 Not found!
Country Israel

Region Tel Aviv

City Ramat Gan

ZIp Unknown
Timezone Asia/Jerusalem

Internet Service Provider (ISP) BEZEQINT



Linux the ‘home’ of the internet / v1VI'RN W 'Nan’ o7

Linux is an operating system - like Windows / nia1i7n? nnita ,n7von ndavn - o'
Every command are written as words, the answer is also a word. Everything is text

.00j70 DY PO D'TAIY .07 W Q¥ AT TIPS D
You can have it on windows too!

N2 N7X "N n“n7von Novna 0 NIXYY CTWON

2. windows PowerShell

Q emd

¢ @ v ooamens Web  settings  Foiders P b 17 ® W - WY PS C:\Users\moser> wsl Ubuntu

Bestmatch Downloading: Ubuntu
DR s

%' Windows PowerShell

Search the web Commarricvi”Prompt

i PS C:\Users\moser> wsl

Q cmd admi @ open R R

o oo N [user@Michael moser]$ ping google.com

& et i ® openiecien PING google.com (142.250.75.110) 56(84) bytes of data.

& ant oo i e 64 bytes from tztlva-ac-in-f14.1e100.net (142.250.75.110): icmp_seq=1 tt1=115 time=17.6 ms
oz 64 bytes from tztlva-ac-in-f14.1e100.net (142.250.75.110): icmp_seq=2 tt1=115 time=23.3 ms

it it . 64 bytes from tztlva-ac-in-f14.1e100.net (142.250.75.110): icmp =3 ttl=115 time=19.2 ms



Things you can do in Linux / o12*7 2 niwy? "woxw 0T

You can download cat video from youtube into a video file on your computer
yt-dip https://www.youtube.com/shorts/8jM4XT-5CUA -0 meow.mp4 -t mp4

You can send a request to google (command: curl -sv http://l[www.google.com)
The response will include the date, so grep Date: will search for a line that
contains the text Date: This will show you the current date. The sign | will combine
the two commands - the output of the first command will be the input of the second
curl -sv http://lwww.google.com 2>&1 | grep Date:

< Date: Sat, 11 Oct 2025 16:07:33 GMT



.. or get the current weather 2NN ATA NINTNN DX 72177 DA TWOK IN

curl ‘https://wttr.in/Jerusalem?format=4’

user@Michael moser]$ curl 'wttr.in/Jerusalem?lang=he&format=4’

Jerusalem: @ Sp+2u°C B dkm/h

URL: https://wttr.in/Jerusalem?format=4

Protocol: https://
Host name: wir.in
Path name: Jerusalem

Parameters (after 7). format=4

‘&’ - connects two parameters, parameter: lang=he and format=4

curl https://wttr.in/Jerusalem


http://wtr.in

A long and winding road / n7nioni ndNR T

A message to speedtest.net is jumping through 30 computers!

MNX "ayn .0qawnn 30 0T nhaly speedtest.net 7 nyTIn

[user@Michael moser]$

[user@Michael moser]$ 30 hops - 30 computers talk to each other, 28

[user@Michael moser]$ computers between my computer and

[user@Michael moser]$ speedtest.net

[user@Michael moser]$ 172.28.176.1 - my computer / 7w awnn

[user@Michael moser]$ Michael.mshome.net

[user@Michael moser]$ traceroute speedtest.net

traceroute to speedtest.net (151.101.194.219), 30 hops max, 60 byte packets 10.0.0.138 - our Wireless router (WIFI) / 137 '1DIN7NN NI
Michael.mshome.net (172.28.176.1) ©.968 ms ©0.923 ms 0.872 ms

10.0.0.138 (10.0.0.138) 13.549 ms 13.416 ms 13.360 ms .
100.79.95.254 (100.79.95.254) 23.186 ms 22.8U8 ms 22.829 ms A d II t |P dd
10.238.42.49 (10.238.42.49) 22.925 ms 10.238.42.50 (10.238.42.50) 22.850 ms 10.238.42.49 (10.238.42.49) 22.677 ms I eren a reSS
10.238.42.54 (10.238.42.54) 22.562 ms 22.547 ms 22.533 ms
10.238.43.50 (10.238.43.50) 22.396 ms 18.735 ms 10.238.43.49 (10.238.43.49) 18.773 ms
10.115.202.1 (10.115.202.1) 126.147 ms 157.52.127.33 (157.52.127.33) 97.318 ms 10.115.202.1 (10.115.202.1) 97.257 ms On eaC S Op O e
ok
100.79.9.254, 10.238.42.49, 10.238.42.54, 1 ), 10.115.202.1 - / h
routers of our service provider / 1172 DINDI'RN | DI Way Op -
1
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http://speedtest.net
http://speedtest.net

Where did the Internet come from? / vV17VI'RN X2 NO'NN

Invented in 1969 as Arpanet; data is divided into
packets, each packet can find a different way - if
its regular path is interrupted. Designed to
withstand nuclear war.

ARPANET geographic map Mo

...... nI7an? o'pP7nnn naima, 1969 a1 Ix'xnin
e, % N'D170 T RI¥XNT7 N710' n7'an 75 .NIvps/ninop
TVIM 0T 71Won W'y nzna  nizpn 7Y napna

'Y NN 9w 0'kana Tiaye

.: It later turned out that finding bypasses is really
o NORSAR needed in a big and messy world-wide network -
_Pentagon the internet.

aatan NWATI N'917N 0T KIXNY N7I2'W 11120 TNIRA NI

71720 D71VN N1y n7a0ion n71m MIvpn nwna



And now a game / pnwun 1'wsyi

Internet over carrier pigeons / WxNIT Nt '7yn vVINVIN

There are many ways to carry
data / naan nnp'7 0*71>' DRIM
D'oOT




Learning TCP/IP miwpn ormi?

We will use a paper airplane instead
of a dove

nll' 0DIZN2 1"'1N 01N 2 WNnhvwi

The airplane carries two pieces of
paper, one for header, the other for
data.

TAX 0™ NN MY I 010N
q0n 7w nT'yn 7'Dn awn NNy



How to play / no'znwn '

Subdivide into two groups: Aand B B 1 A nixiap? o'p7nnn

72N ,NIXIQZN |2 10N DOWN 9'7NN7 :nonn

Aim: exchange a message with the other, but
g g 077> oY

according to rules!
Each group chooses and writes down: NN DX 72

- A message sentence to be exchanged:
Example: “Attack at dawn”

- Each group picks an IP address:
example: 1.7.3.2

- Some random sequence number: 14235

qQiMm" :nnaIT .N97Nn7 "on vown -
"Inwa

2.8.9.2 :nnaT: IPnamo> -

3254 :27NNN7 'RPR NIT'O 190N -

The sequence number is important. Stay tuned / qunna NITN .a1WN XN IT'0 190N



Each group tells the other is ip address, and writes down a table with a pencil

NSy oy Nnnwini IP 0 nams nX nws n1son nixipgnn TNR 7
IP-From (My Ip ): 1.7.2.3 ("7@ naimbdn)
IP-To: (The other groups IP): 2.8.9.2 (anwn axiapn 7w namon)
My-sequence: (My sequence number) 14235 ("7 "™IT'0 "190n)
Other-sequence: (Other sequence number):  (wn T¥n 7¥ "IT'0 190nN)
My Sentence to send: “attack at dawn” (ni?w"% nxn xw voOwn)

Sentence received: ("MW nxnznn N7aY vVOWNN)



First stage: creating a connecting / 2"wp Ny [IwxIN A7WUN

Both sides exchange their sequence number. That's important - we need the
sequence number of the other side. The rule is that the next message from the
other side must have the next sequence number. That's how we can check, if any
messages have been lost (and that all pigeons arrived at their destination)

7¢ MIT'ON 190NN NX YTI' 'IX DX .0N7Y DNIT'ON D'MID0NN NX 0'9'7NN D'TTYN Y

X7 70N QRY PITA7 TWOKX NI .XAN NIT'0 190N NX 7277 Nd™MIX XA 10nn 7700 .Man
(Ty'7 110 nnifn 7Jw) Tk



1.7.2.3 2.8.9.2

Ip-from: 1.7.2.3

Ip-To: 2.8.9.2 | SYN >
My-sequence: 14235

Other-Sequence: __ Connection request / 712'n% nwp

Ip-from: 2.8.9.2

2. Ip-To: 1.7.2.3
My-sequence: 3254
Other-sequence-Ack: 14235

< ACK

Acknowledge connection request

Ip-from: 1.7.2.3 12N DU YK
Ip-To: 2.8.9.2

My-sequence: 14236
Other-sequence-Ack: 3254

| SYN/ACK > Ip-from: 2.8.9.2
4. Ip-To: 1.7.2.3

My-sequence: 3255
Complete connection request Other-sequence-Ack: 14236
q12'NN NYPAY DI'o




Once we are connected / mannnw Nnx

So far we didn’t send any data with the messages. From now on we will send a single word
with each message, now that both parties know the sequence number of the other side - this
means we know which sequence number to expect with the next message! We will send a
single word with each message and always increase the sequence number by one

190N NX DWTI' D'TTYN "W D AWON AT - NYTIN 72 DX TNXK 07N N7W1 1'wdyn .0IM) IN7W1 X7 ' Ty
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1.7.2.3

Ip-from: 1.7.2.3

Ip-To: 2.8.9.2
My-sequence: 14237
Other-Sequence: 3255
Data: Attack / qipn%

Ip-from: 1.7.2.3

Ip-To: 2.8.9.2
My-sequence: 14238
Other-Sequence: 3256
Data: At/a

Ip-from: 1.7.2.3

Ip-To: 2.8.9.2
My-sequence: 14239
Other-Sequence: 3257
Data: Dawn / "\nw

2.8.9.2

PSH (PUSH)

PSH (PUSH)

PSH (PUSH)

PSH (PUSH)

PSH (PUSH)

N

Ip-from: 2.8.9.2

Ip-To: 1.7.2.3

My-sequence: 3256
Other-sequence-Ack: 14237
Data: dance / Tipn

Ip-from: 2.8.9.2

Ip-To: 1.7.2.3

My-sequence: 3256
Other-sequence-Ack: 14238
Data: well / a10



Close connection / 21arnn NN 1Ix0Y%

Both sides have sent and received everything they wanted. Now
it is time to close the connection.



1.7.2.3 2.8.9.2

FIN (finish/cl nnection

FIN/ACK (r v | nnectionj




Closing this lesson / qiv'win n1'o

Hope you liked this lesson. There are lots and lots of other things in networking, but this is the basis.
Now here is a book for learning more on this subject:
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